Privacy Notice -
Customers, Supporters, Donors and Subscribers

We want you to know that when you use our organisation you can trust us with your
information. We are determined to do nothing that would infringe your rights or undermine your
trust. This Privacy Notice describes the information we collect about you, how it is used and
shared, and your rights regarding it.

This notice is for the Injured Jockeys Fund (IJF)'s customers, supporters, donors and
subscribers.

e Communication Subscriber — you've chosen to receive our newsletters, gift
brochures, etc.

e Customer, Supporter & Donor - you have nominated us to receive a donation of
money, you've bought IJF Supporter Club membership or something else
through our online shop.

Please note we have other privacy notices which might also apply to you if you
interact with the IJF in other ways; see them at
https:/ /injuredjockeys.co.uk/privacy-notice.

Who we are

Injured Jockeys Fund and Injured Jockeys Company Ltd are both registered with the
Information Commissioner's Office (ICO) as a Data Controller for the personal data that
we hold and process. Our registered address is Peter O'Sullevan House, 7a Newmarket
Road, Newmarket, Suffolk, CB8 7NU, our ICO registration numbers are 24929460 and
77969977 respectively. Our Data Protection Officer (DPO) can be contacted by emailing
dpo@ijf.org.uk

Our role

We act as a Data Controller. A Data Controller decides what personal data needs to be
collected and how it is used, and is responsible for processing it in line with the law. We
can use your information in the ways we tell you about in this notice. More information is
given below to explain what types of data are used in different situations. If you have
questions about anything in this notice, you can contact us by emailing us on
DPO@ijf.org.uk
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Your rights

You have rights in respect of our processing of your personal data. The relevant rights

are.

Right to be informed: You have the right to be informed about the collection and
use of your personal data;

Right of access: You can request a copy of the personal data which we hold
about you, as well as details about why and how we use it;

Right to rectification: You can ask us to change or complete any personal data
we hold about you which is inaccurate or incomplete;

Right to be forgotten/erasure: You have a right, under certain circumstances, to
ask us to delete any personal data we hold about you. Please note that there
may be situations where we must retain your personal data after a request for
erasure where we have a lawful basis for doing so;

Right of restriction: You can ask us to restrict (prevent) the processing of your
personal data where you have objected to our use of it and we have no lawful
basis to continue processing your personal data;

Right to data portability: In certain circumstances, you can ask us to transfer the
data we hold about you to another service. This would be sent in a structured,
commonly used, electronic form;

Right to object: You can object to us using your personal data for particular
purposes; and

Automated decision making: You have a right not to be subjected to automated
decision making and profiling in certain circumstances.

If you want to exercise any of these rights or raise a data protection complaint, please
email us on DPO@ijf.org.uk.

You also have the right to lodge a complaint about our processing with a supervisory
authority — in the UK that is the Information Commissioner’s Office (ICO) whose details
are here:

Data that we hold and how we use it

Please see the information below for any activities that apply to you.

If you opt to subscribe to IJF communications, such as our gifts brochures and
newsletters, we process your. name, contact details (postal address, email
address), and your agreement to receive IJF alerts and newsletters by post
and/or email. We will hold your data until the point at which you opt out of
communications.
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o When we send you the communications by email, we use your: name
and email address. Our lawful basis is your Consent to receive email
marketing. We will hold your data until the point at which you opt out of
communications.

o When we send you the communications by postal mail, name and postal
address. Our lawful basis is Legitimate Interest, to keep you up to date
about the work of the IJF and ways to support it. We will hold your data
until the point at which you opt out of communications.

For our supporters who have bought annual membership, to manage your
membership we use your: name, contact details, and donation details. The lawful
basis is Contract, to manage donations to the fund. We keep this information for
as long as the membership is active.

To process your orders via our web shop, we use your: name, contact details,
address, order history, and credit card details. The lawful basis is Contract. We
keep this information for 7 years after the last activity.

If you send a charity e-card from our web shop, in addition to the order
information we use: the sender's name and recipient's name, the recipient's email
address. The lawful basis for processing the sender's data is Contract; for the
recipient it is Legitimate interest, to enable you to receive the e-card that was
purchased to support the fund. We keep this information for 7 years after the
activity.

To send you a digital receipt for purchase, we use your email address. The
lawful basis is Legitimate interest, to provide a digital receipt for the sale. We
process this information until the receipt is sent.

When we record your wishes as a donor leaving a legacy gift, we use your:
contact details, our correspondence about your wishes, and details of your next
of kin, solicitor or executor. The lawful basis is Legitimate interest, to manage
potential or actual donations to the fund. We keep this information for 7 years
after completion of the donation.

To collect the funds from donations and legacies, we use your. name, contact
details, details of the donation and any special instructions, fundraising details if
applicable, and any correspondence with a next of kin or solicitor or executor.
The lawful basis is Legitimate interest, to be able to manage donations to the
fund. We keep this information for 7 years after the last activity.

If you attend our charity-related events, we will process the information
necessary for your attendance (your contact details, role etc), as well as any
dietary preferences and considerations we may need to take to ensure your
attendance goes as smoothly as possible. The lawful basis for processing is
Legitimate interest, to support beneficiaries and keep you up to date with our
activities. If special category data (e.g. health information) is involved, the
additional lawful basis for processing that is: UK GDPR Art 9(2)(g) Public Interest |
DPA 2018, Schedule 1 condition 16 - Support for individuals with a particular



disability or medical condition. The information is kept for 7 years after
processing. If we process any other data at the time of the event, or need to
share data with a third party (for example a co-hosted event), then we will let you
know at the time and give you the chance to opt out if appropriate.

How we receive the data

We will have received the information from you directly, except for details about next of
kin or solicitors and executors (which we may receive from the donor) or details about
recipients of e-cards (which are provided by the person who ordered the e-card).

Retention periods
How long we keep the data is stated for each process in the information above.

For communication subscribers, we will hold your data until the point at which you opt
out of communications. If you ask to unsubscribe, we will move your details to our
suppression list to ensure that we don't accidentally contact you again in the future.
We give you the chance to opt out of all marketing on any marketing communication
that we send you. If you wish to stop receiving communications from us, please let us
know.

Data sharing and transfers

We have a number of processors (such as cloud service providers) who act on our
behalf. We have Data Processing Agreements in place with all of these processors to
ensure that your data is processed in compliance with the law and only upon our
instruction.

We share some limited data with our payment processing partners in order to process
payments.

We may need to share some limited personal data with our audit partners when they
audit us to prepare our statutory accounts.

We never sell your data.



Transfers of your data outside the UK or EEA

We only transfer data outside of the UK or EEA if it is to a country or organisation that is
deemed by the UK or EU to have adequate protection of data, or if appropriate
safeguards have been put in place, for example EU Standard Contractual Clauses or the
UK IDTA. When we rely on Standard Contractual Clauses/IDTA, we also carry out due
diligence and transfer impact assessments to ensure they provide enough protection
within the local legal framework.

Automated decision making

We do not use your personal data in any automated processes to make decisions about
you.

Technical and operational security

We will take all reasonable steps to protect your personal information in order to
prevent unauthorised access to or alteration or destruction of personal information in
our possession. All the personal information we collect is stored securely. All areas of
our premises that hold personal data are protected by secure physical access controls
and covered by CCTV. Data stored in electronic form is secured using industry-standard
cloud service providers and security configurations are reviewed regularly. Computing
devices used to access personal information are centrally managed to ensure access
controls, encryption, antivirus and system security are maintained

Changes to our Privacy Notice

We may change this Privacy Notice from time to time (for example, if the law changes).
We recommend that you check this page regularly to keep up to date. If we make any
significant changes to the manner in which we process and use your personal data, we
will contact you to let you know about the change.
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